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1.0 PURPOSE

1.1 To consider the issues referred 10 in 4.1 and the requirements referred 10 In 4.2 of the intemational Standard: ISO
9001:2015 and determine risks and opportunities that need to be addressed when planning for the quality
management system,

1.2 To give assurance that the quality management system can achiove ity intended result(s),

1.3 To enhance desirable effects;

1.4 To prevent, or reduce, undenred effects,

1.5 To achieve improvement;

1.6 To improve customer confidence and satisfacton,

1.7 To assure consistency of quality of goods and services,

1.8 To establish @ proactive culture of prevention and improvement,

1.9 Successful companies intuitively take a nsk-based approach,

1.10 To identity possible risks that may affect, either negatively or positively, the objectives of the business and the
activity under analysis

2,0 SCOPE

2.1 This documented Information applies to all activities, products and services of CWD,
2.2 Risk management should be embedded in all CWD's practices and processes in 8 way that It is relevant,
effective and efficient as pan of Integration into organizational procssses.

3.0 RESPONSIBILITY

The organization should ensure that there is accountabllity, authority and appropriate competence for managing risk
(implementing and maintaining the risk management process, effectiveness and efficiancy of any controls),

3.1 Genoral Manager and Department Managers

311 shall be involved in assessmant of risk (including (dentification, analysis and avaluation) and it should engage
these who will be involved in the treatment, monitorng and review of risk

3.1.2 The introduction of risk management and ensuring its ongoing effectivensss require strong and sustained
commitment by managemaent of the organization

3.1.3 Tho Management should:

- define and endorse the risk management pokcy,

« ensure that the organization's culture and risk management policy are aligned,

- datermine risk management performance indicators,

- align fisk management objectives with the cbjectives and strategies of the organization,

- onsure legal and reguiatory compliance

- assign accountablliities and responsibliities at appropnate lovels within the organization,

« ensure that the necassary resources are sliocated to risk management;

- communicate the benefits of risk management to all stakeholders.

3.2 Employees ~ people with the motivation to remain as contributing members of the company and develop the skills
necassary to provide a competitive edge,

3.3 Extornal inlerested parties - Parson or organization that can affect, be affected by, or percave thamsalves o be
affectod by a decision or activity

Example: Customers/Concassionairas, suppliers, bankers, unions, partners or society that may include competitors of
0pposing pressure Qroups
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4.0 DEFINITION OF TERMS
4.1 Context — setting, background, situation, framework, anvironment, perspeciive, circumstance

4.2 Consaquence - oulcome of an event affecting objectives

4.3 Event - occurrence or change of a particular set of circumstances; can be one or more occurmences, and can have
saveral causes, can consist of something not happening, can somelimes be referred 1o as an “incident” or
"pccident”,

4.4 Likeihood - chance of something happening

4.5 Monitoring - continual checking, supervising, critically observing or determining the status in order to identify change
from the performance level required or expected, monioring can be applied 1o & risk management framework, risk
management process, risk or control,

4.6 Resources - funds, means, resorves, supplies, scurces, capital, possessions, propertios,
The organization should allocate appropriate resources for risk management:
- people, skills, experionce and compelence,
- resources needed for each atep of the risk ma Procass;
- the organization's processas, methods and tools to be used for managing nsk.
- documented processes and procadures,
« Information and knowledge managemant systems. and
« training programmes.

4.7 Risk = uncartainty in achleving these objectives; is the possibility of evants or activities impeding the achievemant of
an Qrganization's strategic and operational objectives.

4.8 Risk Analysis - process to comprehend the nature of risk and 1o determine the level of risk; involves combining the
possible consequaences, or impact, of an event, Risk analysis provides the basis for risk evaluation and decisions
about risk treatment

4.9 Risk Assossment « overall process of risk identification, risk analysis and risk ovaluation,

410 Risk Criteria - forms of reference against which the significance of a risk is evaluated

411 Risk Evaluation = protess of comparing the rosults of risk analysis with risk criteria to determine whether the
risk andlor 48 magnitude is accaptable or tolerable; Risk evaluation assists in the decision about risk treatment;
Rigk criteria can be derived from standards, laws, policies and other requirements.

412 Risk |oenyfication - process of finding, recognizing and descnbing risks; Risk identfication involves the
\dentification of risk sources, events, thoir causes and their potential consequences, Risk identification can
Involve historical data, theoretical analysis, informed and expert opinions, and  stakeholder's needs.

413 Risk Managoment - coordinated activities to divect and control an organization with regard 10 risk.

4.14 Risk Management Process — 1.) systematic application of management policies, procedures and practices 1o the
activities of communicating, consulting, establishing the context, and identitying, analyzing. evaluating, treating,
monitoring and reviewing risk 2) consists of a serles of steps thal, whan undertaken ‘In sequence, enabie
continual improvement In decision-making, 3.) Risk Management is the systomatic process of identifying,
analyzing, and responding 1o project risks, It Includes maximizing the probablity and consaquences of positive
events and minimizing the probabllity and consequences of adverse ovents 10 objectves,
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4.15 Risk Managemen| Framework - sal of components that provide the feundations and organizational arrangements

for designing, implementing, monitoring, reviewing and continually improving risk management roughout the
organization.

416 Risk Management Plan - scheme within the risk management framework specifying the approach, the
management components and resources to be applied to the management of risk; management components
typically include procedures, practices, assignment of responsiblities, sequence and timing of activities, the risk
management plan can be applied to a particular product, process and project, and part or whole of the organization

4.17 Risk Treatment - process to modify risk; Risk treatment can involve:
<avoiding the risk by deciding not to start or continue with tha activity that gives rise to the risk,
- taking or increasing risk In order (0 pursue an cpponunity,
~temoving the risk source;
- changing the likelihood,
«changing the consequences.
~sharing the risk with another party or parties (Induding contracts and risk financing).

Risk treatments that doal with negative consequences are sometimes referred to as “risk mitigation”, “risk
elimination”, *risk prevention” and "“risk reduction”.

418 Strategic Risk ~ this aliows you to look at external ngks, which may affect your organization such as changes in
the environment in which you operate It also lets you look at setting organizational objectives and ensuring you
sot the nght ones and then meat them,

419 Operational Risk — this Iooks at the risks, which arisa from tha services you deliver or the activities you carry out,
Operational risk refers to an unexpected failure in your company's day-to-day operations, It could be o technical
fallure, like a safver outage, or it could be caused by your peopie ar protesses.

420 Financial Risk - this covers financial risk facing the organization in terms of intemal systems, planning, funding,
olc.

421 Regulatory Risk - this category looks at the legisiative framework within which your organization operates
4.22 Govemnance - this category allows you 1o review the risks, which are part of the management of the organtzation
4.23 Intamal risks - relative 1o an organization, that can be controlled (e.g. the rigk of employee misconduct)

424 External risks, relative 10 an organization, that are largely beyond control (0.g. the risk of impact from a natural
disaster, ke an earthquake

425 Avoki - deciding not to proceed with the activity that introduced the unacceptable risk, choosing an altemative
more acceptable activity that meets business objectives, or choasing an altemative less risky approach or process,

426 Reduce - implementing a strategy that s designed to reduce the likelihood or consequence of the risk 1o an
nccoptable level, where alimination is considered 10 be axcessive in terms of ime or expense,

4,27 Share or Transfer - Implementing a strategy that shares or transfers the risk 10 another party or parses, such as
outsourcing the management of physical assets, developing contracts with service providers or insuring against
the nsk. The third-party accepting the risk should be aware of and agree 1o accept this obligation

428 Accept - making an informed decision that the risk rating Is at an acceptable fovel or that the cost of the treatment
outwelghs the benefit. This option may also be relevant in situations where a residual risk remains after other

—
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420
430
4.3
432
433

424
435

4.6
437
438
439

troatment options have been put in place. No further action s taken 10 teat the risk, however, ongoing monitoring
Is recommended,

Quantitative Risk Analysis - example’ Seventy x Likalihood
Qualitative Risk Analysis - Low, Medium, Migh

Significant Risk - High-probability risk likety to have a significant impact.

Retrospective risks - are those that have previously occurred, such as incidents or accidents

Prospective risks - are often harder 10 identify. Thase ars things that have not yet happened, but might nappen
sometime in the future

Risk Criteria - allow & business 10 clearly define unaccepiable levels of risk: conversetly, risk criteria may include
the accoptable level of risk for a specific activity or event

Risk Priority Number - or RPN, is a numeric assessmont of risk assigned to & process, of stops in & process, In

which & team assigns each numeric values that quantify tkelihood of occurrence and seventy of Impact
Severity - this (s the Seriousness of he ham

Probability - thés is the Likelihood that the ham will occur

Business risks relate to delivery of achieved benefit;

project risks relate to the managemant of the project such as timalrames and resources,

81age risks are risks associatod with a spocific stage of the plan
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60  PROCESS FLOW STEPS
STEP | INPUT PROCESS FLOW OUTPUT | RESPONSIBLE |
N Top Managemont,
—1 Establish the context Employees

6.0 PROCESS DETAILS

Undarstanding the needs and expectations of interested parties

Due to their affect or potential effect on CWD's ability to consistantly provide products and services that meet customer and
applicable statutory and reguistory requirements, CWD shall determine

n) the Interested parties that are relevant to the quality management system,
b) the requirements of these interested parties that are relevant to the quality managemant systerm,
CWD shall monitor and review Information about thase interasted parties and their relevant requirements as listed below but

"

not limited 1o the following:
RELEVANT INTERESTED j INTERNAL OR REASON FOR INTEREST
PARTY EXTERNAL
Customers/Concessionaires Extarnal Diract Recipiont of our Product and Services,
Value for money, high quality, expectations for
design innovation, on time, low-cost quick
responso,
Employees Internal Responsidle for realization of our products and
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payment health and safety, work/ [ife balance,
RS | OMDIOYMANE S0
_End-Usors Extomal Our products \
External_ Provide supporting Services or raw
Reguiators (Government) Extemal Dictate controliing regulations that impact on the
Public External Fallure of our products could IMpact on public
safoly R
Cartifying Body Extaenal Assess conformity of the company against I1SO |
m&;g»muwmcmmmw
the
Competitors Extornal Provide challenges to our ability 1o provide
products and servicas to the customers
Management System Consultant | External Provide information on IS0 9001 and must bo
kopt notified of changes to QMS during
apphcation/maintenance for ISO
Board of Directors Internal Good operation and financial performance, logal
compiiance
Local Residents Extornal No comglaints relating to. noise, parking, health
and safety, poliution, waste, employment
Law enforceny/ Regulators External Kentification of applicabie statulory  and
rogulatory requirements for the products and
services  provided, of the
application within the QMS. and
update/ maintenance of them
Bank/Finance Extermal Good financal performance
Insurers Extomal No claims/prompt payment/risk management
External Providers Extornal Prompt payment, health asnd safety, work
mlationghip
Other External Factors that could have potential impact to the business are as follows but not limited 10 the following:
Political Factors Economic Factors
EcologicalEnvironmental Issues National economies and trends
Current logislation Goneral taxation issues
Anticpated future leglisiation Taxation 10 activitles, products, services

International legisiation (giobal Influencas) Seasonality or other weather (ssues

Mewte oy T Copy o e Nets M«;—
11
o | 0 not to be mproduced in any form ;;
» COPY without permission, and shall not "

be discarded unless superseded
by & revised issue.

' W This documented information Is
|
|

el i et el e el k2 3
=




CALAMBA WATER DISTRICT

&

TITLE: RISK AND OPPORTUNITIES MANAGEMENT PROCESS |

DOC. NO.CWD-TM.004 | REVISION NO. 00 | EFFECTIVE DATE: December 28, 2016 | Pagesati2]
Regulatory bodies and processes Markat and trade cycles
Government policies, terms and change  Specific sector factors
Funding, grants, and mithatives Customer/end-user drivers
Market lobbying groups interest and exchango rates
Wars and conflicts International trade and monetary issues
Social Factors Technology Factors
Lifastyle trends Competing technology development
Demographics Associsted/Depandent technoiogies
Consumer attitudes and opinions Replacement technology/Solutions
Maodia views Maturity of Technology
Law changes affecting social behaviors Information and communications
Image of the organization Consumer buying mechanisms
Consumer buying pattems Technology legistation
Fashion and role models Innovation potential
Major events and Influencas Technology acoess, liconsing, patents
Buying access and trends inelioctunl property issues
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Ethnic/Redigious factors Global communication
Advertising and publicity Social media use
Ethical issues Maturity of organization's products/ services

6.1 Communicate and consult - Communication and consultation &ms to Identify who should be Involved in
assessment of risk (including identification, analysis and ovaluation) and it should engage those who will be
Involved in the traatment, monitoring and review of risk

6.1.1 Establishing Internal communication and reporting mechanisms. The organization should establish
Intornal communication and reporting mechanisma in order 1o suppon and encournge accountabllity and
ownership of risk.

6.1.2 Establishing extornal communication and reporting mechanisms. The organization should develop and
implement & plan a8 10 how |t will communicate with external stakaholders.

- external reporting to comply with legal, regulatory, and Qovemance requirements;
« using communication to bulld confidence in the organization; and

6121 communicating with stakeholders in the event of a &g or contingency

5122 As such, communication and consultation will be reflected in each atep of the process described here,

6.1.2.3 As an initial step, there are two main aspects that should be identified in order to establish the
requirements for the remainder of the process

612‘ Th.l. O ST Suon

PG COTTSUTRaT RN JILINA'E ¢
A- Eliciting risk information - Communication and consultation may occur within  the organization or

between the organization and Its stakeholders
-1t is vary rare that only one person will hold all the information needed o Identify the risks to a
business or aven to an activity or project,
-t is therefore important to identify the mange of stakeholders who will assist in making this
Information complete.

B-Managing stakeholder parceptons for managemant of risk -

521 Establish the intamal context - gk ks the chance of something happening that will impact on cbjectives
As such, the objectives and goals of a business, projoct or activity must first bo identified (o ensure that ail
significant risks are understood. This ensures that nsk decisions always support the broader goals and
objectives of the business, This approach encourages long-term and strategic thinking.

8.2.1.1 In establishing the interal context, the General Manager may also consider the following questions:
» 18 there an intemal culture that neods to be considered? For example, are staff Resistant to
change? Is there a professional culture that might create unnecessary risks for the busness?
» What staff groups are presam?
» What capabilities doos the busineas have in terms of pecple, systems, processes, equipment and
other resources?

822 Estabish the external contoxt - This step definas the overall environment in which CWD operates and
inchudes an understanding af the concessionaires’ or customers’ porcoptions of its operation. An analysis of

n
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these factors will identity the strengths, weaknesses, wmmmwwmmsmmﬂmm

6.2 2.1 The General Manager may ask the following questions when detarmining the external context:
» What regulations and legislation must CWD comply with?
= Are there any other requirements which CWD needs 10 comply with?
» What ls the market within which CWD operates? Who are the competitors?
» Are there any sociat, cultural of political issues that naed 10 be considernd?

6.2.3 Establish the risk management contaxt - - Befare beginning & risk identification axercise, it Is important to
define the imita, objectivas and scope of the activity or issue under examination.
6.2.3.1 For example, in conducting a risk analysis for a new project, it is important to cearty identty the

parameters for this activity to ensure that all significant risks are identified

[lp
»
-
r
-

Doﬁmmooommomom:y Mormncbon
Identify any legislation, regulations, policies, standards and operating procedures that need to be complied with
Decide on the depth of analysis required and allocate rescurces accordingly
Dacide what the output of the process will be, &.. a risk assessment, job safety analysis or a board
prasentation, The output wili determina the most appropriaste structure and type of documentation

6.2.4 Develop risk critoria - Risk criteria aflow 8 business to clearly define unacceptable lavels of rak. Conversaly,
risk criteria may Include the accoptable level of risk for a specific activity or avent. In this step the risk criteria

may ba broadly defined and then further refined later in the risk management process,

§.2.4.1 Tips for developing risk criterta
» Decide or define the acceptable level of risk for each activity

» Determine what is unacceptable

» Clearly identify who |s responsible for accopting risk and at what kevel.

25 Defino the structure for risk analysis - Isolate the categonies of nsk that you want to manage This wil
risks. The chosen structure for risk analysis will
depend upon the type of activity or issue, its complexity and the context of the risks,

provide greater depth and sccuracy in

8.3 \dentify the risks - Risk cannot be managed unless it is first idontfied. Once the contex! of the buskiness has been
defined, the next step is 1o ulilize the information (o identity as many risks as possible, The aim of risk identfication
is to ontify possible nska that may affoct, either nogatively or positively, the cbjectives of the business and the
activity undar analysis. Answering the following questions identifies the risk.

3.1 ldentiying retrospective risks

Retrospective risks are those that have previously occurred, such as incidents or accidents. Retrospective riak
igantification s often the most common way to identify risk, and the easiest. It's easier to beliave something if it
has happened bafore. It is algo easior to quantify its impact and to see tha damage it has causad

6,3.1,1 There are many sources of information about refrospective risk. These inckide.

Hazard or incident logs or reglaters

»
»  Audit reports
» Customer complaints
» Accreditation documents and reports
> Past staff or client surveys
» Newspapers or professional media, such as journals or websites,
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6.4 Analyze the risks. - During the risk identification step, a General Manager may have identified many risks and It is
often not possible 1o try to address all those (dentified. The risk analysis step will assist in determining which nisks
have @ greater consequence or impact than others; Risk analysis involves combining the possible consequences, of
impact, of an event, with the likellhood of that event occurring, The result I8 a ‘lovel of risk’. That Is:

Risk = ocourrence (likelihood) x impact (severity)

Elements of risk analysis

B8.4.1 The alaments of rsk analysis are as follows:

> |dentify existing strateglos and cootrols that act to minimize negative risk and anhance opportunites,
» Datermine the consequences of 8 negative

impact or an opportunity  (these may be positive or negative).

Dotormine the likelihood of a negative  consequence or an opportunity,

Estimate the lavel of risk by combining consequence and likelihood

Conaider and identify any uncectainties in the  estimates.

YVvYVvY

Q.AEmmmdemmunuummmmmmm
» Quaditative
» Semi-quantitative
» Quantitative,

> Rink analysis (s usually done In the context of existing controls — take the time to idantify them

» The nsk anaiysis methodology selected should, wheore possible, be comparable to the significance and
complexity of the risk being analyzed, |8 the higher the potantial consequence the more rigorous the
methodology

» Risk analysis tools are designad 1o help rank or priorities risks. To do this they must be designed for the specific
context and the rigk dimension under analysis.

» The most common type of risk analysis is the qualitative method. The type of analysis chosen will be based
upon the area of risk being analyzed.

6.6 Evaluate the risks, - Risk evaluation Involves comparing the level of nsk found during the analysis process with
peoviously established risk criteria, and deciding whethar these rinks réquire treatmont. The result of a risk evaiuation
is m prioritized list of risks that require further action. This step is about deciding whether rigks are accoptable or
need treatment

agummyhommmmw.momwm:
»The cost of treatment far axceads the baneft, 5o that acceptance is the only option (applies particularty 1o
lower ranked risks)
» Tha level of tha risk is 80 low that specific treatmant |s not appcopriate with available resourcas
»The opportunities prosented outweigh the  threats 1o such a degree that the risks justified
» The risk is such that thers |8 no treatment available, for example the risk that the business may suffer storm
damage.

6.8 Troat tho risks - Risk treatment i about considering options for treating risks that were not considered acceptable
or tolerable at Step 5 Risk treatment invoives idontifying options for treating of controlling rink, In order o either
reduce or eliminate negativo consoquences, of to reduce the likelinood of an adverse occurrence. Risk treatment
should also aim to enhance positive outcomes.

661 QOptions for rigk treatment; identfies the foflowing options thst may assist in the minimization of negative fisk
of AN Increase in the impact of positive risk:
1= Ayoid the risk (risk avoldance)
2- Change the likelihood of the occurrence

A_cg_l:_ o Cugy Dlsmp npertant Nede hm?um
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3- Change the severity or impact (mitigatng action)

4. Share the rsk/Transfer the nsk
5- Retain lm m (cmlnomoy plan)

b Thony!ommmnaktsmmpbﬂnnnnommmtowonl
» When implementing the risk treatment plan, ensure that adequate resources are available, and define a
timeframe, responsibiitios and a method for monitanng progress against the plan

» mmmmmmwmmmmmmmanmmmmm

» Inorder of priority, undertake romoedial measures to reduce the risk,

6.7 Monitor, analyze and improve. Monitor and review is an essantial and integral step in the rsk management
process. A business owner must monitor rigks and review the effectivenass of the treatmant plan, siralegies and

managemaent system that have been set up to effectively manage risk.

671 Risks noed 1o bo monitored periodically to ensure changing crcumstances do not alter the risk priorities. Very
few risks will remain static, therefore the risk management process Needs 1o be regulary repeated, 50 that new
risks are captured In the process and effectively managed.

6.7.2  Arisk management plan at a business level should be reviewed ut least on an annual basis, An effective way
o ensure that this occurs is to combine risk planning or risk review with annual business planning.

7.0 RECORDS RETENTION

7.1 Active Retention - indefinite (electronic and hardcopy)

7.2 Inactive/Archival Retention — shall bo kept for 1 year or may request for an extension as deemed necessary

(h-&:opy) for electranic/aoft file; it shall be kept in a separate folder named obsolete master copy/original.
8.0 REFERENCE
81 l309001 2015 Standard

9.0 ATTACHMENTS

9 1 Risk Register Form

10.0 DISTRIBUTION LIST

Engineering
ADM - Purchasing
ADM = Warehouse
ADM ~Motorpool
Laboratory (Quality Control Division)
Human Resource Division
Finance

11 Production

Note 2: Master Copy is In the custody of the Document Control Center
« END -
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